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Mechatronic Access Controls
How secure is your IT equipment?
STRAUBENHARDT – Pentair provides numerous solutions for security and access control in the IT area. Various mechanical and mechatronic locking systems are offered depending on the requirements. These systems allow centralized or decentralized access control to be implemented. 

The protection of sensitive data and IT equipment against unauthorized access plays an important role in the data center. Physical access control is often undervalued. Here, there are important guidelines for providing protection against vandalism, sabotage and the greatest danger – accidental faults caused by unintentional errors. Access control must be able to be reviewed, controlled and documented at any time. 

Pentair solves this task through the use of electronic handles. Options range from decentralized access control using handles with integrated card readers (HID and Mifare) or keypads to a networked solution. In the latter option, multiple locks can be controlled and monitored via centralized software. Master-Slave handle combinations can be set individually. Central software management can be used to document access, time and duration. Locking user cards, assigning defined time periods and integration into existing management systems and management software are all possible. 

The transponder cards can also be linked with access cards used at another location in the building. The Pentair solution also supports protection through the double verification principle. 

Here, the 19" cabinet is the final means of protection from unauthorized access. The expectations of the operator and the upstream security concepts determine whether it is necessary to equip each cabinet with electronic locking. In reality, individual high-security areas in the data center are often equipped with special solutions. Another common solution is to implement access security by installing locking systems on the automatic aisle containment door. However, personnel safety requirements must also be taken into account in these cases. A special emergency switch is also available for aisle containments. This device is installed inside the aisle containment and enables quick opening of the automatic doors in an emergency and safeguards the escape route. Furthermore, in the case of a power failure, there are backup locking systems, which operate independently of the data center backup system. For further information please visit http://schroff.pentairprotect.de/de/schroff/23130-513

Image caption: Electronic handles with advanced options
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About Pentair Technical Solutions
Pentair Technical Solutions is a leading global supplier of systems and solutions that safeguard industrial controls, electrical components, communications hardware, electronic devices, and electrical cooling systems. Its premier brands, CADDY, ERICO, Hoffman, LENTON, Raychem, Schroff, and Tracer provide a comprehensive range of standard, modified, and custom-engineered solutions for the energy, industrial, infrastructure, commercial, communications, medical, security, and defense markets. 
The Schroff brand offers a broad product range including accessories for protecting printed circuit boards (PCBs) – from card retainers, conduction cooled frames, front panels and handles to subracks, cases, backplanes, power supplies, cabinets and pre-assembled chassis for embedded computing systems and hardware management solutions. For further information visit: www.pentairprotect.de
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